Privacy Policy
Effigis Geo-Solutions Inc. (EFFIGIS) considers the privacy and online security of our Users to be of utmost
importance.
This Privacy Policy is intended to help you to understand how and what personal information we collect,
use and disclose when you use our Service.
We will not use or share your information with anyone except as described in this Privacy Policy.
By using the Services and accepting our Terms of Use and Privacy Policy, you agree to the collection and
use of information in accordance with this policy. Unless otherwise defined in this Privacy Policy, terms
used in this Privacy Policy have the same meanings as in our Terms of Use.

What Information We Collect
Information you provide to us
While using our Service, we may ask you to provide us with certain personally identifiable information
that can be used to contact or identify you. Personally identifiable information may include, but is not
limited to, your email address, name, phone number, postal address, credit card information and other
information (“Personal Information”). We collect this information for the purpose of providing the
Services, identifying and communicating with you, responding to your requests/inquiries, servicing your
purchase orders, and improving our services.

Content you provide using our products
The Services include the OnPOZCloud web service and OnPOZCollect Mobile app products, where we
collect and store GIS data that you send, receive and share. This data includes any information about you
may choose to include (geographical and descriptive information). Examples of data we collect and store
include: maps and layers that you create and setup, templates you create and populate in our database
with your data, etc. Data also includes files and links you upload to the Services.

Payment Information
We collect certain payment and billing information when you register for paid Services. You might also
provide payment information, such as payment card details, which we collect via secure payment
processing services.

What we collect automatically when you use the Services
We collect information about you when you use our Services, including browsing our websites and taking
certain actions within the Services.

Your use of the Services
We keep track of certain information about you when you visit and interact with any of our Services. This
information includes the features you use; the links you click on; the type, size and filenames of
attachments you upload to the Services; and how you interact with others on the Services.

Device and Connection Information
We collect information that your browser sends whenever you visit our Service (“Log Data”). This Log
Data may include information such as your computer’s Internet Protocol (“IP”) address, browser type,
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browser version, the pages of our Service that you visit, the time and date of your visit, the time spent on
those pages and other statistics.

Analytics
We may use third party services such as Google Analytics that collect, monitor and analyze this type of
information in order to increase our Service’s functionality. These third party service providers have their
own privacy policies addressing how they use such information. When you access the Services by or
through a mobile device, we may collect certain information automatically, including, but not limited to,
the type of mobile device you use, your mobile device’s unique device ID, the IP address of your mobile
device, your mobile operating system, the type of mobile Internet browser you use, your location
information and other statistics.
Please see the section regarding Location Information below regarding the use of your location
information and your options.

Unique Identifiers
We use unique identifiers such as e-mail to track individual usage behavior on our Service, such as the
length of time spent on a particular page and the pages viewed during a particular log-in period. Unique
identifiers collect information about a user’s use of our Service on an individual basis.

Cookies, Web Beacons, and Other Tracking Tools
We and our third party service providers collect information about you, your device, and your use of the
Service through cookies, clear gifs (a.k.a. web beacons/web bugs) (“Web Beacons”), and other tracking
tools and technological methods (collectively, “Tracking Tools”). Tracking Tools collect information such as
computer or device operating system type, IP address, browser type, browser language, mobile device ID,
device hardware type, the website or application visited or used before or after accessing our Service, the
parts of the Service accessed, the length of time spent on a page or using a feature, and access times for a
web page or feature. These Tracking Tools help us learn more about our users and analyze how users use
the Service, such as how often users visit our Service, what features they use, what pages they visit, what
emails they open, and what other sites or applications they used prior to and after visiting the Service.

Cookies
Like many websites and mobile application operators, we collect certain information through the use of
“cookies,” which are small text files that are saved by your browser when you access our Service. Cookies
can either be “session cookies” or “persistent cookies”. Session cookies are temporary cookies that are
stored on your device while you are visiting our Website or using our Service, whereas “persistent
cookies” are stored on your device for a period of time after you leave our Website or Service. We use
persistent cookies to store your preferences so that they are available for the next visit, and to keep a
more accurate account of how often you visit our Service, and how your use of the Service varies over
time. We also use persistent cookies to measure the effectiveness of advertising efforts. Through these
cookies, we may collect information about your online activity after you leave our Service. For more
information on cookies, including how to control your cookie settings and preferences, visit
http://ec.europa.eu/ipg/basics/legal/cookies/index_en.htm, https://ico.org.uk/for-thepublic/online/cookies/ and http://www.allaboutcookies.org/.

Social Media Widgets
Some parts of our Service may include social media features, such as the Facebook “like” button, and
widgets, such as the “share this” button. These social media features are either hosted by a third party or
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hosted directly on our Service. When you use these tools, the party that provides the tool, the third party
that operates the social media services, and/or we may receive Personal Information about you. By using
these tools, you acknowledge that some information, including Personal Information, from your social
media services will be transmitted to us, and that information is therefore is covered by this Privacy
Policy, and some information, including Personal Information, may be shared with the third party services,
and that information is therefore governed by their privacy policies.

Third Party Sources
We may use third-party services, such as open search tools and social networks, to obtain information
about you (such as your name or company) and to enrich your personal information by obtaining publicly
available information about you, such as your job title, employment history and contact information.

How we use Personal Information
To provide the Services to you
We acquire, hold, use and process information about you to provide the Services to you, including to
process transactions with you, authenticate you when you log in, provide customer support, and operate
and maintain the Services.

To communicate with you about the Services
We use your contact information to send transactional communications via email and within the Services,
including confirming your purchases, reminding you of subscription expirations, responding to your
comments, questions and requests, providing customer support, and sending you technical notices,
updates, security alerts, and administrative messages.

To market, promote and drive engagement with the Services
We use your contact information and information about how you use the Services to send promotional
communications that may be of specific interest to you. These communications are aimed at driving
engagement and maximizing what you get out of the Services, including information about new features,
survey requests, newsletters, and events we think may be of interest to you.

Research and Development
We may use Personal Information to create non identifiable information that we may use alone or in the
aggregate with information obtained from other sources, in order to help us to optimally deliver our
existing products and Services or develop new products and Services. From time to time, EFFIGIS may
perform research (online and offline) via surveys. All survey responses are voluntary, and the information
collected will be used for research and reporting purposes to help us better serve Individuals by learning
more about their needs and the quality of the products and services we provide. The survey responses
may be utilized to determine the effectiveness of our Services, various types of communications,
advertising campaigns, and/or promotional activities. If an Individual participates in a survey, the
information given will be used along with that of other study participants. We may share anonymous
Individual and aggregate data for research and analysis purposes.

Customer support
We use your information to resolve technical issues you encounter, to respond to your requests for
assistance, to analyze crash information, and to repair and improve the Services.
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For safety and security
We use information about you and your Service use to verify accounts and activity, to monitor suspicious
or fraudulent activity and to identify violations of Service policies.
To protect our legitimate business interests and legal rights: Where required by law or where we believe
it is necessary to protect our legal rights, interests and the interests of others, we use information about
you in connection with legal claims, compliance, regulatory, and audit functions, and disclosures in
connection with the acquisition, merger or sale of a business.

With your consent
We use information about you where you have given us consent to do so for a specific purpose not listed
above.

Legal bases for processing (for EEA users)
Data protection law in Europe requires a “lawful basis” for collecting and retaining personal information
from citizens or residents of the European Economic Area. Our lawful bases include:
Performing the contract we have with you: In certain circumstances, we need your personal information
to comply with our contractual obligation to deliver the Services, enable creators to establish and display
their projects, and enable backers to find and make pledges to them.
Legal compliance: Sometimes the law says we need to collect and use your data. For example, tax laws
require us to retain records of pledges and payments made through our Service.
Legitimate interests: This is a technical term in data protection law which essentially means we have a
good and fair reason to use your data and we do so in ways which do not hurt your interests and rights.
We sometimes require your data to pursue our legitimate interests in a way that might reasonably be
expected as part of running our business and that does not materially impact your rights, freedom or
interests.
For example, we use identity, device, and location information to prevent fraud and abuse and to keep
the Services secure. We may also send you promotional communications about our Services, subject to
your right to control whether we do so.
We analyze how users interact with our Service so we can understand better what elements of the design
are working well and which are not working so well. This allows us to improve and develop the quality of
the online experience we offer all our users.

Who we share Personal Information with
Managed accounts and administrators
If you register or access the Services using an email address with a domain that is owned by your
employer or organization, and such organization wishes to establish an account or site, certain
information about you including your name, contact info, content and past use of your account may
become accessible to that organization’s administrator and other Service users sharing the same domain.
If you are an administrator for a particular site or group of users within the Services, we may share your
contact information with current or past Service users, for the purpose of facilitating Service-related
requests.

Third-Party Widgets
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Some of our Services may contain widgets and social media features, such as the Twitter “tweet” button.
These widgets and features collect your IP address, which page you are visiting on the Services, and may
set a cookie to enable the feature to function properly. Widgets and social media features are either
hosted by a third party or hosted directly on our Services. Your interactions with these features are
governed by the privacy policy of the company providing it.

Compliance with Enforcement Requests and Applicable Laws; Enforcement of Our Rights
In exceptional circumstances, we may share information about you with a third party if we believe that
sharing is reasonably necessary to (a) comply with any applicable law, regulation, legal process or
governmental request, including to meet national security requirements, (b) enforce our agreements,
policies and terms of service, (c) protect the security or integrity of our products and services, (d) protect
EFFIGIS, our customers or the public from harm or illegal activities, or (e) respond to an emergency which
we believe in good faith requires us to disclose information to assist in preventing the death or serious
bodily injury of any person.

How we store your data and secure it
Data storage and security
All information we collect are stored on our server in Canada. The security of your Personal Information is
important to us, and we strive to implement and maintain reasonable, commercially acceptable security
procedures and practices appropriate to the nature of the information we store, in order to protect it
from unauthorized access, destruction, use, modification, or disclosure.
However, please be aware that no method of transmission over the internet, or method of electronic
storage is 100% secure and we are unable to guarantee the absolute security of the Personal Information
we have collected from you.

How long we keep your information
How long we keep information we collect about you depends on the type of information, as described in
further detail below. After such time, we will either delete or anonymize your information or, if this is not
possible (for example, because the information has been stored in backup archives), then we will securely
store your information and isolate it from any further use until deletion is possible.
We can delete your account if it remains inactive (i.e. not accessed) after a period of time. You will always
be warned, more than once, before we proceed to complete deletion of your account.

Account information
We will retain your information as long as your account is active, as necessary to provide you with the
Services or as otherwise set forth in this Policy. We will also retain and use this information as necessary
for the purposes set out in this Policy and to the extent necessary to comply with our legal obligations,
resolve disputes, enforce our agreements and protect EFFIGIS legal rights.

Managed accounts
If the Services are made available to you through an organization (e.g., your employer), we retain your
information as long as required by the administrator of your account.

Marketing information
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If you have elected to receive marketing emails from us, we retain information about your marketing
preferences for a reasonable period of time from the date you last expressed interest in our Services, such
as when you last opened an email from us or ceased using your EFFIGIS account. We retain information
derived from cookies and other tracking technologies for a reasonable period of time from the date such
information was created.

The choices we offer
You have certain choices available to you when it comes to your information. Below is a summary of those
choices, how to exercise them and any limitations.

Your Choices
You have the right to request a copy of your information, to object to our use of your information
(including for marketing purposes), to request the deletion or restriction of your information, or to
request your information in a structured, electronic format. Below, we describe the tools and processes
for making these requests. You can exercise some of the choices by logging into the Services and using
settings available within the Services or your account. Where the Services are administered for you by an
administrator (see “Notice to End Users” below), you may need to contact your administrator to assist
with your requests first. For all other requests, you may contact us as provided in the Contact Us section
below to request assistance.
Your request and choices may be limited in certain cases: for example, if fulfilling your request would
reveal information about another person, or if you ask to delete information which we or your
administrator are permitted by law or have compelling legitimate interests to keep.
If you have unresolved concerns, you may have the right to complain to a data protection authority in the
country where you live, where you work or where you feel your rights were infringed.

Access and update your information
Our Services give you the ability to access and update certain information about you from within the
Service. For example, you can access your profile information from your account. You can update your
profile information within your profile settings and modify content that contains information about you
using the editing tools associated with that content.

Deactivate your account
If you no longer wish to use our Services, you or your administrator may be able to deactivate your
Services account. If you can deactivate your own account, that setting is available to you by cancelling
your account. Otherwise, please contact your administrator. If you are an administrator and are unable to
cancel an account through your administrator settings, please contact EFFIGIS support
(onpozsupport@effigis.com).

Delete your information
Our Services give you the ability to delete certain information about you from within the Service. For
example, you can remove content that contains information about you using editing tools associated with
that content, and you can remove certain profile information within your profile settings. Please note,
however, that we may need to retain certain information for record keeping purposes, to complete
transactions or to comply with our legal obligations.

Request that we stop using your information
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In some cases, you may ask us to stop accessing, storing, using and otherwise processing your information
where you believe we don’t have the appropriate rights to do so. For example, if you believe a Services
account was created for you without your permission or you are no longer an active user, you can request
that we delete your account as provided in this policy. Where you gave us consent to use your
information for a limited purpose, you can contact us to withdraw that consent, but this will not affect
any processing that has already taken place at the time. When you make such requests, we may need
time to investigate and facilitate your request. If there is delay or dispute as to whether we have the right
to continue using your information, we will restrict any further use of your information until the request is
honored or the dispute is resolved, provided your administrator does not object (where applicable).

Web Browser Controls
You can prevent the use of certain Tracking Tools, such as cookies, on a device-by-device basis using the
controls in your web browser. These controls can be found in the Tools > Internet Options (or similar)
menu for your browser, or as otherwise directed by your browser’s support feature. Through your web
browser, you may be able to:




Delete existing Tracking Tools
Disable future Tracking Tools
Set your browser to provide you with a warning each time a cookie or certain other Tracking
Tools are being set

How we transfer information we collect internationally
International transfers of information we collect
We collect information globally and primarily and store that information in Canada. We transfer, process
and store your information outside of your country of residence for the purpose of providing you the
Services. Whenever we transfer your information, we take steps to protect it.

Managing Privacy under Organization
Our products are intended for use by organizations. Where the Services are made available to you
through an organization, that organization is the administrator of the Services and is responsible for the
accounts and/or Service sites over which it has control. If this is the case, please direct your data privacy
questions to your administrator, as your use of the Services is subject to that organization’s policies. We
are not responsible for the privacy or security practices of an administrator’s organization, which may be
different than this policy.
Administrators are able to:




change the email address associated with your account;
restrict, suspend or terminate your access to the Services;
access information in and about your account;

Please contact your organization or refer to your administrator’s organizational policies for more
information.

Enforcement
If you believe for any reason that EFFIGIS has not followed these policies, please contact us at
info@effigis.com, and EFFIGIS will act promptly to investigate, correct as appropriate, and advise you of
the correction. Please identify the issue as a Privacy Policy concern in your communication to EFFIGIS.
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Changes to This Privacy Policy
This Privacy Policy is effective as of June 1st 2020 and will remain in effect except with respect to any
changes in its provisions in the future, which will be in effect immediately after being posted on this page.
We reserve the right to update or change our Privacy Policy at any time and you should check this Privacy
Policy periodically. Your continued use of the Services after we post any modifications to the Privacy
Policy on this page will constitute your acknowledgment of the modifications and your consent to abide
and be bound by the modified Privacy Policy.

Contact Us
If you have any questions about this Privacy Policy, please contact us
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